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Abstract
This CNA-initiated study creates a primer for CNA analysts who are doing
cybersecurity workforce analyses for the Department of Defense and the services. It
is intended as a starting point to accelerate an analyst’s understanding of the
cybersecurity labor market, employment and training opportunities for cybersecurity
professionals, key private-sector companies that provide cybersecurity services
and/or employ cybersecurity professionals, and the certifications that cybersecurity
personnel can earn. This work also includes a “big data” analysis (focused on current
cybersecurity employment openings across the United States) that shows how stateof-the-art data analysis techniques can be used to analyze a rapidly changing labor
market such as the one for cybersecurity professionals.
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Executive Summary
As cybersecurity threats proliferate and the corresponding demand for cybersecurity
professionals grows, the Navy and Marine Corps increasingly are asking CNA to
examine the population of civilians with cybersecurity skills and training. Although
we know what it takes to become a cybersecurity Marine or Sailor, we generally do
not have a good understanding of where civilian cybersecurity technicians are being
produced, in what numbers, and what their comparable skills are.
In this CNA-initiated study, we pull together publicly available information on the
following topics:


Aspects of the cybersecurity labor market, including employment and wage
trends, education, skill, and experience requirements, and the geographic
location of major areas of cybersecurity analyst demand in the United States.
These resources are intended to provide researchers with a starting point for
conducting cybersecurity labor market analyses.



The education and training opportunities available to cybersecurity
professionals in both the military and the private sector. These sources cover
procedures for training, certification, and management of DOD cybersecurity
specialists, model curricula for cybersecurity training programs, lists of
institutions of higher education that provide cybersecurity degree programs,
and some information on which degree programs are considered to be high
quality.



Which companies are important players in the cybersecurity services sector,
either as cybersecurity service providers, and/or as significant employers of
cybersecurity professionals.



The various certifications that can be earned by cybersecurity professionals,
including information about the type of the certification, the experience level
that is recommended as a prerequisite for those applying for the
certification, and the number of professionals who hold that certification.

In addition, we include an example of a “big data” analysis focused on current
cybersecurity employment openings across the United States. In a rapidly changing
sector, such as cybersecurity, the labor market evolves rapidly, and traditional data
sources cannot be revised quickly enough to provide an up-to-date view of the
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market. Big-data tools can be used to provide up-to-the-minute information on labor
market conditions. Specifically, we explore the use of online job forums as a tool for
understanding a specific market, with cybersecurity jobs being the test case. We
describe a methodology, “web-scraping,” for extracting data from job forums, and we
then use data gathered from one particular job forum website to provide insight into
several details about the current cybersecurity labor market.
This work is intended as a primer for CNA analysts who are conducting cyber-related
workforce analyses—particularly analyses related to recruiting existing cyber-trained
personnel—and to provide analysts with a richer understanding of the cybersecurity
landscape, which can inform business development with various sponsors. Increasing
our understanding of the resources that characterize the cybersecurity technician
civilian labor market will improve CNA’s ability to help the Navy and Marine Corps to
develop and evaluate cybersecurity recruiting, retention, and other related workforce
policies. Because the cybersecurity world is rapidly evolving, and previous literature
reviews may quickly become outdated, this resource should be periodically updated,
perhaps as part of the CNA-initiated study process.
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Introduction
CNA continues to be asked by the Department of Defense (DOD) and the services for
analysis of the cybersecurity labor market [1]. Cybersecurity is a growth industry,
and DOD must either compete for or develop cybersecurity technicians who can
defend its networks and attack those of its adversaries. The curricula, certifications,
and labor market features for cybersecurity technicians continue to rapidly evolve,
and the timelines for manpower researchers to answer critical cybersecurity
workforce questions are becoming shorter [2]. This primer is intended to accelerate
analyst learning about the cybersecurity education/training and labor markets.
Although it may not answer every specific question, it provides a robust array of
information that we have pulled from various internet-based sources. Increasing our
understanding of the resources that characterize the cybersecurity technician civilian
education/training/labor market will improve CNA’s ability to help the Navy and
Marine Corps to develop and evaluate cybersecurity recruiting, retention, and other
related workforce policies.
This report provides short summaries of the information that can be found at each
accompanying internet link for the below-listed topical areas:


Cybersecurity labor market



Cybersecurity education and training



Cybersecurity companies



Cybersecurity certifications



Cybersecurity “big data” opportunities

In the associated appendixes, we provide screenshots of the information to give
analysts additional insights into the kinds of information that they will find at these
links.
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Cybersecurity Labor Market
Following are selected resources that will assist analysts in understanding aspects of
the cybersecurity labor market (including employment and wage trends, education,
skill, and experience requirements) and the geographic location of major areas of
cybersecurity analyst demand in the United States. These resources are intended to
provide researchers with a starting point for conducting cybersecurity labor market
analyses. Appendix A provides selected screen shots of the information available
from these sources.
Burning Glass Technologies. (2015). Job Market Intelligence: Cybersecurity Jobs, 2015.
http://burning-glass.com/wpcontent/uploads/Cybersecurity_Jobs_Report_2015.pdf
This is a brief report summarizing the state of the job market for cybersecurity
professionals with data through 2014. It covers demand trends for cybersecurity
workers, job types and skills, experience and educational requirements, and
certifications in the sector. It also includes information on the geographic
distribution of job opportunities by state and city.
Bureau of Labor Statistics, Employment Projections. (2014). Information Security.
http://data.bls.gov/projections/occupationProj
This resource provides information, by occupation, on current (2014) and
projected (2024) employment, median annual wage, and education, work
experience, and training requirements.
Bureau of Labor Statistics, National Employment Matrix (2015). Industries Where
Information Security Analysts Are Employed.
http://data.bls.gov/projections/nationalMatrix?queryParams=15-1122405&ioType=o
For industries in which Information Security Analysts are employed, this
resource provides information on current and projected employment by sector
(computer systems design and related services, management of companies and
enterprises, depository credit intermediation, etc.).
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Bureau of Labor Statistics, Occupational Outlook Handbook (2015). Information
Security Analysts.
http://www.bls.gov/ooh/computer-and-information-technology/informationsecurity-analysts.htm
For the Information Security Analyst occupation, this resource provides
information on typical tasks and responsibilities, work environment, skill,
education, experience, training requirements, pay, and projected employment
growth. It includes links to state, area, and similar occupation data.
Bureau of Labor Statistics, Occupational Employment Statistics (2014). Occupational
Employment and Wages, May 2014. 15-1122 Information Security Analysts.
http://www.bls.gov/oes/current/oes151122.htm
For Information Security Analysts, this resource provides information on wages
and pay, both overall and by sector, and a geographic profile of the occupation
highlighting employment, job concentration, and average wages by state and
metropolitan area.
O*Net Online (2015). Summary Report for: 15-1122.00 - Information Security
Analysts.
http://www.onetonline.org/link/summary/15-1122.00
This resource provides a summary report for the Information Security Analyst
occupation. It provides information on job tasks and work activities, tools and
technologies used in the occupation, and skill and ability, education, experience,
and training requirements. It also provides links to related occupations and wage
and employment trend information.
PayScale, Inc. (2016). Information Security Analyst Salary (United States).
http://www.payscale.com/research/US/Job=Information_Security_Analyst/Salary
For Information Security Analysts, this resource provides information on pay
(including variation by experience and location and salaries of related jobs), job
descriptions, skill requirements, common career paths, and some employerspecific information, including salary ranges.
Sargent, John F., Jr. (2014). The U.S. Science and Engineering Workforce: Recent,
Current, and Projected Employment, Wages, and Unemployment. Congressional
Research Service. https://www.fas.org/sgp/crs/misc/R43061.pdf

3

This report summarizes information on employment and current pay levels,
recent trends, and future projections for the U.S. science and engineering
workforce. It provides useful information for comparing information security
analysts with those in other computer science and science/engineering-related
occupations.
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Cybersecurity Education and
Training
The following are selected resources that will assist analysts with understanding the
education and training opportunities available to cybersecurity professionals in both
the military and the private sector. These sources cover procedures for training,
certification, and management of DOD cybersecurity specialists, model curricula for
cybersecurity training programs, lists of institutions of higher education that provide
cybersecurity degree programs, and some information on which degree programs are
considered to be high quality. Appendix B provides selected screenshots of the
information available from these resources.
Assistant Secretary of Defense for Networks and Information Integration,
Department of Defense Chief Information Officer (2015). Information Assurance
Workforce Improvement Program. DOD 8570.01-M.
http://www.dtic.mil/whs/directives/corres/pdf/857001m.pdf.
This DOD manual provides guidance and procedures for the training,
certification, and management of the DOD workforce that conducts Information
Assurance (IA) functions in assigned duty positions. It also provides information
and guidance on reporting metrics and the implementation schedule for DOD
Directive 8140.01, “Cyberspace Workforce Management,” August 11, 2015.
ISACA. (2012). ISACA® Model Curriculum for Information Security Management, 2nd
Edition.
http://www.isaca.org/Knowledge-Center/Academia/Pages/Model-Curriculum-forInformation-Security-Management.aspx
This document provides information on academic institutions with a basic
educational framework required to make students employable in the Information
Security Management profession. The topics covered by the model are grouped
into four domains: (1) Information Security Governance, (2) Information Risk
Management and Compliance, (3) Information Security Program Development and
Management, and (4) Information Security Incident Management. These domains
are broken into major topic areas, and subtopics are provided within each topic
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area, along with the number of contact hours needed to adequately cover the
topic.
ISACA. (2012). ISACA® Model Curriculum for IS Audit and Control, 3rd Edition.
http://www.isaca.org/Knowledge-Center/Academia/Pages/Model-Curriculum-forIS-Audit-and-Control-3rd-Edition.aspx
This report identifies the fundamental course components of Information
Security (IS) audit and control so that universities can educate students for
careers in the IS audit and assurance profession and assist students in becoming
marketable in the field. The topics identified in the model have been selected to
provide graduates with entry-level skills and capabilities for the profession. The
model matches academic offerings with the needs of the profession and provides
a framework for universities and professional associations to develop new
courses or redesign existing course offerings. The topics covered by the model
are grouped into the following five content domains: (1) Process of Auditing
Information Systems, (2) Governance and Management of IT, (3) Information
Systems Acquisition, Development, and Implementation, (4) Information Systems
Operations, Maintenance, and Support, and (5) Protection of Information Assets.
U.S. News and World Report (2015). “Online Cybersecurity Bachelor's Degree.”
http://www.usnews.com/education/online-education/cyber-security-bachelorsdegree
This article provides information about online cybersecurity degree programs,
including coursework and job outlook and salary information for graduates.
Nana, Rikesh (2015). Cybersecurity Program Database.
https://public.tableau.com/profile/rikesh#!/vizhome/CybersecurityPrograms/Da
shboard11
This resource provides an interactive U.S. map that allows the user to click on a
state and obtain a list of colleges and universities offering cybersecurity degree
programs. The user can filter the list by degree type and whether the program is
highly ranked and/or National Security Agency (NSA) certified.2

To ensure link functionality, please copy and paste this link into a web browser (as opposed
to clicking on it).
1

One of the goals of this work was to identify student enrollments in these programs.
Unfortunately, we were unable to locate resources that provided enrollment numbers.
2
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Ponemon Institute LLC. (2014). 2014 Best Schools for Cybersecurity. Ponemon
Institute Research Report sponsored by HP Enterprise Security.
http://www.hp.com/hpinfo/newsroom/press_kits/2014/RSAConference2014/Po
nemon_2014_Best_Schools_Report.pdf
This report summarizes the results of a survey of subject matter experts who
were asked to identify educational institutions that are achieving a high level of
excellence in academics, the practical relevance of their programs, the experience
and expertise of program faculty, the experience and background of students
and alumni, and the institution’s professional reputation in the cybersecurity
community. According to the report, characteristics of highly rated educational
programs in cybersecurity include being interdisciplinary (combining the
disciplines of computer science, engineering, and management), having a
curriculum that addresses both technical and theoretical issues, and developing a
hands-on learning environment where students and faculty work together on
projects that address real-life cybersecurity threats.
National Security Agency, Central Security Service. (2015). Centers of Academic
Excellence Institutions
https://www.nsa.gov/ia/academic_outreach/nat_cae/institutions.shtml
This resource lists, by state, institutions of higher education offering programs in
IA rated by the NSA as “National Centers of Excellence” in two-year education,
four-year education, or research.
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Cybersecurity Companies and
Civilian Career Opportunities
In what follows, we present selected resources that will assist analysts with
understanding which companies are important players in the cybersecurity services
sector and which companies are significant employers of cybersecurity professionals.
Appendix C provides selected screenshots of the information available.
Cybersecurity Ventures (2015). Top 25 Cybersecurity Companies to Watch in 2016.
http://www.itbusinessedge.com/slideshows/top-25-cybersecurity-companies-towatch-in-2015.html
Cybersecurity Ventures is a research and marketing information firm focused on
cybersecurity companies. Its list of “companies to watch” is based on feedback
from Chief Information Security Officers (CISOs) and end-user security
practitioners and on research gleaned from security events and news sources.
Companies are evaluated on such criteria as their security market category,
problems solved, customer base, venture capital funding, company growth, and
published reviews.
CareerBuilder, Cybersecurity Jobs.
http://www.careerbuilder.com/jobs/keyword/cybersecurity
This resource lists cybersecurity job openings across the country, providing
information on which industries and companies have how many current listings
and which cities and states have the most listings. Other sites, such as LinkedIn
and Glassdoor, also have information on individual companies, including type of
company (private, public, etc.), revenue category, and average salaries.
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Cybersecurity Certifications
Table 1 and Table 2 provide information on some of the important entry-level and
advanced certifications that can be earned by cybersecurity professionals, including
the type or level of the certification, the experience level that is recommended as a
prerequisite for those applying for the certification, and the number of professionals
who hold that certification in 2015. Entry-level certifications typically can be earned
by individuals with 0 to 2 years of experience, while advanced certifications often
require 5 or more years of experience as a prerequisite.
To provide some explanation for the terminology in the tables, the IA level of a
certification refers to the scale of the computer system environment:3


Level I: Computing Environment (i.e., environment the size of an office/shop)



Level II: Networking
command/ship-wide)



Level III: Enclave (i.e., Naval Computer and Telecommunications Area Master
Station (NCTAMS), Global Network Operations Center, global environment)

Environment

(i.e.,

environment

the

size

of

a

Computer Network Defense (CND)-A (Analyst) personnel use data collected from a
variety of CND tools (including intrusion detection system alerts, firewall and
network traffic logs, and host system logs) to analyze and evaluate events that occur
within their environment.
CND-IR (Incident Responder) personnel investigate and analyze all response activities
related to computer security incidents within the Networking Environment or
Enclave. These tasks include, but are not limited to, creating and maintaining
incident tracking information; planning, coordinating, and directing recovery
activities; and incident analysis tasks, including examining all available information
and supporting information or artifacts related to an incident or event.4
See Navy Credential Opportunities Online (COOL) Information Assurance Technician Flow
Chart, http://www.cool.navy.mil/usn/ia_documents/ia_iat_flow.htm.
3

See
Navy
COOL
Computer
Network
Defense
(http://www.cool.navy.mil/usn/ia_documents/ia_cnd_flow.htm).
4
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Flow

Chart

Table 1.

Common entry-level cybersecurity certifications
Computing
Environment
Type/Level

Recommended Experience as
Prerequisite for Certification

Security+

IAM Level I a

CompTIAa Network+ certification and 2 years
of technical networking experience, with an
emphasis on security

GIAC Security
Essentials (GSEC)

IAT Level IIa

No specific training/experience is required

Entry-Level
Certifications

Certified Information
Privacy Professional
(CIPP)

Systems Security
Certified Practitioner
(SSCP)

N/A

IAT Level IIa

Holders
(2015)

353,634

11,750

N/A

4,920

Minimum of 1 year of cumulative paid fulltime work experience in 1 or more of 7
domains (Access Controls, Security
Operations and Administration, Risk
Identification Monitoring and Analysis,
Incident Response and Recovery,
Cryptography, Network and
Communications Security, and Systems and
Application Security)

1,413

Sources: Burning Glass Technologies, "Job Market Intelligence: Cybersecurity Jobs, 2015,"
Transcender (http://www.transcender.com/gen.aspx?pf=page&sn=tra_dod8570.1_sec)
IAM is “Information Assurance Manager,” IAT is “Information Assurance Technical,” and
TIA is “Technology Industry Association.”
a.
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Table 2.

Common advanced cybersecurity certifications
Computing
Environment
Type/Level

Recommended Experience as
Prerequisite for Certification

Certified
Information
Systems Security
Professional (CISSP)

IAT Level IIIa

Minimum of 5 years of cumulative paid fulltime work experience in 2 or more of 8
domains (Security and Risk Management,
Asset Security, Security Engineering,
Communication and Network Security,
Identity and Access Management,
Security Assessment and Testing, Security
Operations, and Software Development
Security)

65,362

Certified
Information
Systems Auditor
(CISA)

IAT Level IIIa

Minimum of 5 years of professional
information systems auditing, control, or
security work experience

33,640

Certified
Information
Security Manager
(CISM)

IAM Level IIa

Minimum of 5 years of IS work experience,
with a minimum of 3 years of IS
management work experience in 3 or
more job practice analysis areas
(IS Governance, Information Risk
Management and Compliance, IS
Program Development and Management,
and IS Incident Management)

10,730

GIAC-Certified
Incident Handler
(GCIH)

CNDa Incident
Responder

No specific training/experience is required

8,400

GIAC-Certified
Intrusion Analyst
(GCIA)

CNDa Analyst

No specific training/experience is required

3,600

Advanced
Certifications

Sources: Burning Glass Technologies, "Job Market Intelligence: Cybersecurity Jobs, 2015;”
Transcender (http://www.transcender.com/gen.aspx?pf=page&sn=tra_dod8570.1_sec).
IAT is “Information Assurance Technical,” IAM is “Information Assurance Manager,” and
CND is “Computer Network Defense.”
a.

Appendix D provides a list of additional certification types.
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Holders
(2015)

A Big-Data Approach to
Understanding the Cybersecurity
Labor Market
CNA is continuing to find opportunities to incorporate big-data techniques into its
analyses. Here, we provide an example of “web-scraping,” a method for
autonomously gathering content from webpages. Although this tool does not always
(or even commonly) involve all of the characteristics associated with big data (i.e.,
high volume, high velocity, and variety), it can be used to collect many forms of
unstructured data5 and, consequently, represents a powerful new tool in modern
empirical research.
Up to this point, we have focused on understanding the cybersecurity labor market
using data and/or reports from agencies that one would traditionally turn to when
conducting research. Of course, these sources have significant value, but they also
have limitations. For example, labor markets often evolve rapidly, so data produced
from official surveys cannot be compiled and published fast enough to provide the
researcher with an up-to-date view of the market. Given that the cybersecurity job
market is particularly dynamic, one might be especially concerned that formal survey
data fail to capture current conditions.
To illustrate this point, consider Figure 1 and Figure 2, which were produced using
search intensity data from Google Trends. 6 In both cases, these figures plot the
relative frequency of different search terms on Google between January 1, 2012, and
January 31, 2016. In the first case, the keyword is jobs, a term that was chosen to
capture the intensity with which internet users searched for any kind of employment
during the period. Figure 2, however, reports results obtained for the key phrase

5

In this sense, web-scraping exemplifies the “variety” characteristic associated with big data.

Google Trends is a service offered by Google. Among other features, it allows users to track
the popularity of search terms across time and at different geographical locations, using
archived data from the Google search engine. For any given search term, Google Trends
produces an index reflecting the relative popularity of the term over time; the value 100 always
represents the most popular point in the chosen date range.
6
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cybersecurity jobs. The difference between the two plots is striking: whereas average
search intensity for jobs was fairly flat (with clear seasonal variation) during the
entire period, the popularity of cybersecurity jobs as a search term grew dramatically
(especially starting in 2014). This growth suggests that this industry is evolving
rapidly, which makes an up-to-date view of the cybersecurity labor market
particularly desirable.

Figure 1.

Number of Google searches for the term jobs, January 2012 through
January 2016

Source: Google Trends.
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Figure 2.

Number of Google searches for the term cybersecurity jobs, January 2012
through January 2016

Source: Google Trends.

Until relatively recently, the limitations of survey-based labor market data were a fact
of life for researchers; after all, only a handful of large (usually government)
organizations had the resources necessary to conduct nationally representative
surveys, and even efficiently run surveys take a long time to complete when
implemented on that scale. Fortunately, the internet provides many novel avenues
through which labor markets can operate, creating new opportunities for data
collection. In particular, the proliferation of online job boards has made it possible to
view tens of thousands of current job postings from companies all over the world.
Aside from facilitating employer-employee matching, these forums represent
publicly available labor market databases that (with the right tools) can be used to
ascertain up-to-the-minute labor market conditions.
Next, we explore the use of online job forums as a tool for understanding a specific
market, with cybersecurity jobs being the test case. In the subsections that follow, we
describe a methodology for extracting data from job forums, and we use data
gathered from two websites to highlight several details about the current
cybersecurity labor market. After reviewing our findings, we offer some concluding
remarks about the viability of these techniques for future research efforts.
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Methodology: Web-scraping
In a broad sense, web-scraping is simply the collection of online content for the
purpose of building a dataset. Manual copying/pasting is the crudest example, but in
practice the term is almost exclusively used to describe automated computer
programs that systematically visit webpages and extract content. The value of such
programs becomes obvious when one wishes to collect data that are spread over
thousands of pages: it would be nearly impossible for a single person to manually
visit every page, and attempting to do so would represent an enormous waste of
labor. In this study, we collect job posts from an online job forum using a free
browser add-on called iMacros. This tool allowed us to download thousands of job
board webpages as text files, which we then used to build a dataset for analysis. A
2015 CNA report discusses the mechanics of web-scraping in more detail [3].
The first step in any web-scraping exercise is to determine where to look for data.
Recall that we want to collect data from online job boards; specifically, we would like
to extract information from job advertisements that employers post. There are many
websites to choose from, but two websites (USAJOBS and Glassdoor) stand out as the
best options for our purposes.
USAJOBS is an online job forum specifically dedicated to employment in federal
agencies of the United States government. This focus has a number of advantages for
our research, but also suffers from an important limitation. On the positive side, the
individual posts on USAJOBS generally have more consistent information about the
position and provide greater detail than is typically available on sites dedicated to
private-sector employment. For example, nearly every post on USAJOBS provides
salary information (in the form of a pay range), a relative rarity for job posts on
websites focused on the private sector. Furthermore, since almost every federal
entity must use USAJOBS, the site’s job posts provide an accurate picture of the
federal government current employment demands.7 The primary drawback of
USAJOBS is that it focuses on a narrow slice of the labor market (i.e., federal jobs)
and therefore does a poor job of describing some aspects of labor demand in the
country as a whole. In particular, the geographic distribution of federal jobs is biased
heavily toward certain locations (e.g., Washington, D.C.), so data from USAJOBS may
fail to capture where demand for cybersecurity employment is highest.

In contrast, sites focusing on private-sector employment invariably suffer from a selection
issue since different types of private-sector employers are more or less likely to use online job
boards to search for workers.
7
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Fortunately, comprehensive private-sector information on the geographic
distribution of cybersecurity jobs is available from Glassdoor, a company that hosts
one of the largest and most popular online job boards in use today. Although directly
scraping job posts from Glassdoor’s website is prohibited, limited types of
aggregated data are available through the company’s public-use Application
Programming Interface (API). Using these data, we are able to more accurately depict
the distribution of cybersecurity employment in the United States.
After determining which websites to use, we scraped USAJOBS during the afternoon
of July 27, 2016. This process visited hundreds of webpages and gathered data on
just over 14,800 unique job posts. Crucially, every post shares the same general
format, an example of which is given in Figure 3. For each post, it is possible to
extract 10 items, including job location, hiring department/agency, and salary range.
All 10 of these fields can be retrieved for the vast majority of posts, though in a
significant minority of cases (approximately 11 percent8) the job location cannot be
identified.9

Figure 3.

Format of a typical job posting on USAJOBS

Source: USAJOBS.

The data we collected from USAJOBS were gathered in several separate scrapes. In
the first, we attempted to download every job post available on the site, regardless of
its specific characteristics. Having done so, we then completed two additional
scrapes, which identified job posts using search terms specific to cybersecurity
positions. In the first additional scrape (second overall), we limited our attention to
8

The job location could not be identified in 1,649 out of 14,841 posts.

These missing values occur because some job posts on USAJOBS are advertising multiple
locations, in which case the term Multiple Locations is inserted into the field that would
normally contain the specific location.
9
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posts containing the exact phrase information security; in the second (third overall),
we only scraped posts containing the term infosec. In the context of federal
employment, information security appears to be the most popular term used when
referring to cybersecurity positions, and infosec is a standard abbreviation. After
collecting job posts in the manner described above, we merged the data from all
scrapes into a single, unified dataset. Job posts captured in the second and/or third
scrape were identified as cybersecurity jobs (251 posts, or 1.69 percent), and all
remaining posts were classified as non-cybersecurity jobs (14,583 posts, or 98.31
percent). 10, 11 In total, the dataset contains 14,841 unique job posts.
To understand the geographic distribution of private-sector cybersecurity jobs, we
turned to the Glassdoor API mentioned earlier. Web-scraping was also used to collect
data from this service, though the process differed significantly. Rather than directly
collecting job posts, we used a web-scraping program to repeatedly submit queries to
Glassdoor’s API, which returned results that we then downloaded as text files. The
queries we submitted specified one or more of the following characteristics: (1) job
title, (2) job category, (3) age of job post, and (4) geographic aggregation level. For
example, we might want to know how many jobs with the title of “security analyst” in
the job category of “software development/IT” were posted on Glassdoor’s website in
the last year in each state.
Identifying cybersecurity job posts in the Glassdoor API is more complicated than
the process we described for USAJOBS, mostly because there is much more diversity
in the private sector with regard to cybersecurity job titles. Using a 2014 report from
the SANS Institute, we identified the 24 most common job titles in the cybersecurity
industry and submitted a state-level query for each [4].12 Since several of the titles in
our list are vague enough to appear in many different contexts (e.g., “security
officer”), every query specified the job category as “software development/IT.” After
collecting these data, we defined the total number of cybersecurity jobs posts in each
state to be the sum of posts across all 24 job titles. Finally, an additional state-level
The terms information security and infosec often appear together in the same job post, so
there was significant overlap in the jobs captured in the second and third scrapes.
10

Our identification of cybersecurity jobs is fairly conservative, in the sense that we are
unlikely to have misidentified many non-cybersecurity positions as being cybersecurity
positions. This is because the terms information security and infosec are essentially never used
in federal employment except to refer to cybersecurity jobs. However, this conservative
approach probably fails to capture some cybersecurity positions since some job posts may fail
to include either term.
11

See https://www.sans.org/reading-room/whitepapers/analyst/cybersecurity-professionaltrends-survey-34615 for the SANS Institute report. The table of common job titles is on page 4;
we added the title of “information security analyst” (very similar to the top-ranked title of
“security analyst”) because it also shows up frequently.
12
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query was conducted with no specified job title or category, yielding the total
number of job posts (of all kinds) in each state. In every case, we only counted jobs
that had been posted on Glassdoor within a year of the date the data were collected
(July 20, 2016).

Results: Geographic distribution of jobs
Recall that, given its exclusive focus on federal employment, our USAJOBS dataset is
poorly suited for examining the geographic distribution of cybersecurity jobs, so in
this subsection we use data from our Glassdoor API dataset (described earlier). These
results begin with Figure 4, which displays the geographic distribution of all noncybersecurity job posts in the contiguous United States (CONUS). This figure was
created by first ranking all states (and D.C.) by the absolute number of posts for all
job types and then sorting these states into groups based on their percentile
ranking.13 Table 3 lists the top 15 states in terms of total non-cybersecurity job posts.

Figure 4.

Geographic distribution of all non-cybersecurity job posts within CONUS,
July 20, 2016 (percentile ranking of states)

Source: Glassdoor API.
In what follows, each map uses five colors to distinguish five different percentile ranking
categories. For example, states colored in the darkest shade of blue are at or above the 95 th
percentile, which effectively means that these states rank either first or second in whatever
value is being measured (total non-cybersecurity job posts in the case of Figure 4).
13
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Table 3.

1
2
3
4
5

Top 15 states, total non-cybersecurity job posts within CONUS,
July 20, 2016

State
California
Texas
Illinois
Pennsylvania
New York

# Posts
901,540
659,584
456,342
420,287
413,042

6
7
8
9
10

State
Florida
Ohio
Virginia
Georgia
North Carolina

# Posts
412,075
377,895
306,445
290,338
272,655

11
12
13
14
15

State
New Jersey
Indiana
Michigan
Massachusetts
Missouri

# Posts
264,633
252,695
238,447
233,840
223,993

Source: Glassdoor API.

It is not surprising that the states with the most job postings tend to be those with
the largest populations. California is in first place with over 900,000 noncybersecurity posts during the year leading up to July 20, 2016 (when the data were
collected), with Texas being a distant second at just under 660,000. Illinois rounds
out the top three with about 450,000 posts.
Figure 5 and Table 4 repeat the same exercise for the case of cybersecurity job posts.
Once again, California has the most posts, but thereafter the rankings depart
significantly from those shown above (for non-cybersecurity posts). Virginia moves
from 8th place to 2nd, and Maryland and Washington move from being ranked outside
the top 15 to 3rd and 5th (respectively). In contrast, Illinois drops from 3rd to 10th, and
Pennsylvania falls outside the top 15. All of these comparisons point to the fact that
cybersecurity jobs in the U.S. exhibit a unique geographic distribution.
Although these counts provide some interesting insights, they also obscure
important details. For example, one might want to know how important cybersecurity
jobs are to a local area’s economy, in which case the absolute number of posts may
be a poor metric. An alternative would be to look at what percentage of all job posts
are for cybersecurity positions since areas where cybersecurity is a bigger part of the
local economy are likely to have a relatively high fraction of job posts in this field.
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Figure 5.

Geographic distribution of all cybersecurity job posts within CONUS,
July 20, 2016 (percentile ranking of states)

Source: Glassdoor API.

Table 4.

1
2
3
4
5

Top 15 states, total cybersecurity job posts within CONUS, July 20, 2016

State
# Posts
State
# Posts
California
25,431 6 New York
5,504
Virginia
17,641 7 Florida
5,448
Maryland
12,994 8 Massachusetts 5,392
Texas
9,312 9 Colorado
5,291
Washington
8,568 10 Illinois
4,778

11
12
13
14
15

State
# Posts
Georgia
4,080
New Jersey
4,077
DC
3,941
Michigan
3,518
North Carolina 3,432

Source: Glassdoor API.

As Figure 6 and Table 5 make clear, the set of states with a relatively high percentage
of cybersecurity job posts differs markedly from the absolute rankings discussed
above. For example, in the District of Columbia, 7.7 percent of all job posts are for
cybersecurity positions, a full percentage point ahead of the nearest competitor
(Maryland). In fact, these data clearly point to the fact that cybersecurity is a
dominant industry in the D.C. metropolitan area (including most of Maryland and
Northern Virginia), much more so than any other part of the country.
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Figure 6.

Cybersecurity job posts as a percentage of all job posts, by state within
CONUS, July 20, 2016 (percentile ranking of states)

Source: Glassdoor API.

Table 5.

1
2
3
4
5

Top 15 states, cybersecurity job posts as a percentage of all posts, by
state within CONUS, July 20, 2016 (percentile ranking of states)

State
% Cyber
DC
7.7
Maryland
6.7
Virginia
5.8
Washington
3.9
California
2.8

6
7
8
9
10

State
% Cyber
Colorado
2.5
Hawaii
2.5
Massachusetts
2.3
Arizona
1.6
New Jersey
1.5

11
12
13
14
15

State
Utah
Michigan
TX
Georgia
Nebraska

% Cyber
1.5
1.5
1.4
1.4
1.3

Source: Glassdoor API.

Results: Top federal departments by
cybersecurity job posts
Although the Glassdoor API is a good resource for understanding the geographic
distribution of private-sector jobs, it is not equipped to address other questions of
interest. From the USAJOBS, however, we built a dataset that can be used to
investigate several topics, including which federal departments are trying to hire
cybersecurity employees. In Table 6, we list the top 10 departments in our data,
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ranked according to how many unique cybersecurity postings they had placed on
USAJOBS.
Table 6.

Rank of federal departments by cybersecurity job posts, July 27, 2016

Rank

Cybersecurity
Posts

Department

All
Posts

Percentage
Cyber

1

Army

67

2,692

2.43

2

Air Force

63

1,247

4.81

3

Homeland Security

45

498

8.29

4

Navy

38

804

4.51

5

Veterans Affairs

23

3,670

0.62

6

Defense

19

766

2.42

7

Transportation

10

338

2.87

8

Commerce

10

201

4.74

9

Interior

8

699

1.13

10

Health and Human Services

6

1,113

0.54

Source: USAJOBS.

This table is interesting for several reasons. First, it shows that cybersecurity
employees are in high demand across the military, as well as the Department of
Homeland Security (DHS). This is not surprising since one can easily imagine why
these organizations would be concerned with computer and network security.
However, cybersecurity also appears to be important to the Department of Veterans
Affairs (VA)—no doubt because it has millions of medical records, which must be
securely managed.
Table 6 also reveals that these departments vary considerably in terms of how
important cybersecurity is relative to other hiring needs. For example, the Army
appears to be the largest cybersecurity employer in the federal government, yet less
than 2.5 percent of its job posts are for positions in this area. Conversely, well over 8
percent of all job posts sponsored by DHS are for cybersecurity positions, suggesting
that the latter department views cybersecurity as a much higher priority relative to
its other hiring needs.
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Results: Pay and other job characteristics
Several other useful variables can be generated from the data we scraped from
USAJOBS, particularly relating to pay, job status (full-time, part-time, etc.), and job
schedule (permanent, temporary etc.). As we show in this subsection, these data
reveal fundamental differences between the characteristics of cybersecurity jobs and
the remainder of the federal labor market.
Table 7 compares cybersecurity jobs and non-cybersecurity jobs in three distinct
categories: pay characteristics, job status, and job schedule. With regard to the first
category, it is clear that significantly more cybersecurity positions are advertised as
salaried positions (99.6 percent vs. 85.3 percent), and significantly more noncybersecurity positions offer hourly pay (14.5 percent vs. 0.4 percent). In fact, only 1
of the 251 cybersecurity jobs in the data offers an hourly wage.
Comparing pay levels with the USAJOBS data is somewhat more complicated because
every post reports a pay range, as opposed to a single value. There is no way of
knowing which amount within the reported pay range will actually be the true salary
since that number depends in part on the characteristics of the person who is
ultimately hired. In light of this, we take the midpoint14 of each pay range as the best
available signal of expected salary and use those data to make the comparisons that
follow.
Among salaried workers, we find that cybersecurity jobs in the federal government
pay almost $8,000/year more on average, a highly significant difference. Since there
is only one cybersecurity job reporting an hourly wage, we cannot make a similar
formal comparison for hourly wages. Figure 7 provides greater detail with regard to
the distribution of pay for cybersecurity jobs and non-cybersecurity jobs. In these
histograms, the jobs included are limited to salaried, full-time workers. For
cybersecurity jobs, the bulk of positions seem to be clustered around the $100,000
mark, whereas the non-cybersecurity histogram displays much more density below
$100,000. Furthermore, the cybersecurity distribution is much “tighter,” in the sense
that there is less salary variation. Also, the non-cybersecurity distribution is less
symmetric, due to a pronounced long right tail.

14

Suppose a given job post advertises a pay range of $80,000 - $100,000. In this case, the

midpoint is

$80,000+$100,000
2

= $90,000 (i.e., the point equidistant from both extremes of the range).
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Table 7.

Pay and other job characteristics for cybersecurity jobs and noncybersecurity jobs posted on USAJOBS, July 27, 2016a
NonCybersecurity

Cybersecurity

Difference

Statistical
significanceb

Wage Characteristics
Percentage Salaried
Average Salary
Percentage Hourly
Average Wage

85.3

99.6

14.3

***

$88,468

$96,370

$7,902

***

14.5

0.4

-14.1

***

$20.60

$21.80

$1.20

n/a

Job Status
Full-time

87.7

95.2

7.5

***

Part-time

3.4

0.8

-2.6

**

Other/Unspecified

8.8

4

-4.8

***

Permanent

75

81.7

6.6

**

Temporary

7.6

7.2

-0.4

Intermittent

3.8

0.8

-3

Job Schedule

**

Other/Unspecified
14.9
11.6
-3.3
Source: USAJOBS.
a. A formal comparison of means could not be made for the average hourly wage
because only one cybersecurity job in the data reports an hourly wage.
b. Levels of significance: ** = 0.05, *** = 0.01.

Figure 7.

Histograms of full-time salaries for cybersecurity jobs and noncybersecurity jobs posted on USAJOBS, July 27, 2016

Source: USAJOBS.
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Another dimension in which cybersecurity and non-cybersecurity jobs differ is jobstatus, as shown in Table 7. Specifically, although full-time employment is far-andaway the most common option in both groups, cybersecurity jobs are 7.5 percentage
points more likely to be full-time (95.2 percent vs. 87.7 percent). Correspondingly,
non-cybersecurity jobs are more likely to be part-time or “other/unspecified,” a
group that includes jobs that have flexible hours.
The final category in which we compare cybersecurity and non-cybersecurity jobs is
job schedules, a term referring to the duration of the position. In most cases, a job is
“permanent,” meaning that the position is expected to exist for the foreseeable
future. According to our results, cybersecurity positions are significantly more likely
to fall into this category (81.7 percent vs. 75 percent). However, a non-trivial minority
of jobs in both groups are advertised as “temporary” or “not to exceed” employment,
which includes positions that come to a definite end in a specified time period.15
About 7.6 percent of non-cybersecurity jobs have this schedule, only slightly more
than what we see for cybersecurity positions (7.2 percent). Still other positions on
USAJOBS are listed as “intermittent,” meaning that the position will only be used as
needed (e.g., during high-demand periods).16 Approximately 3.8 percent of noncybersecurity jobs are intermittent positions, whereas this type of schedule is almost
unheard of in cybersecurity (0.8 percent). Finally, a significant minority of jobs in the
data have no definite schedule, either because the advertisement was unclear, or
because more than one schedule type was available. For the non-cybersecurity group,
14.9 percent of jobs fall into this category; this is 3.3 percentage points higher than
what we see for the cybersecurity set (11.6 percent), though the difference is not
statistically significant.

Summary
We have applied rather rudimentary data-scraping techniques to two online job
forums to produce datasets that shed light on various characteristics of the
cybersecurity labor market. CNA researchers should consider other applications of
web-scraping of available cybersecurity population information to complement
research using more traditional data and methods.

15

For example, a position might be listed as “full-time, not to exceed 2 years.”

Intermittent should not be confused with “seasonal,” another (rare) possibility on USAJOBS.
The major difference is that seasonal employment varies in a predictable way, whereas with
intermittent employment there are no predefined periods where work will be demanded.
16
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Conclusion
This CNA-initiated study provides CNA analysts with a primer for understanding key
aspects of the cybersecurity technician labor market, training and education
opportunities, certification levels, and methods for using big data to search for
selected cybersecurity technician information. The cybersecurity world is rapidly
evolving, and previous literature reviews may quickly become outdated. This
resource is intended to help analysts find the most current information about the
cybersecurity workforce and should be periodically updated, perhaps as part of the
CNA-initiated study process.
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Appendix A: Cybersecurity Labor
Market
Bureau of Labor Statistics, Employment Projections. (2014). Information Security.
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31

32

33

34
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Bureau of Labor Statistics , Occupational Employment Statistics (2014). Occupational
Employment and Wages, May 2014. 15-1122 Information Security Analysts.
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O*Net Online (2015). Summary Report for: 15-1122.00 - Information Security
Analysts
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Appendix B: Cybersecurity
Education and Training
Nana, Rikesh (2015). Cybersecurity Program Database. The full database is at:
https://public.tableau.com/profile/rikesh#!/vizhome/CybersecurityPrograms/Dashb
oard1
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ISACA. (2012). ISACA® Model Curriculum for Information Security Management, 2nd
Edition.
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Sample Degree Program: Bachelor of Business Administration Degree program in
Cybersecurity at UTSA:
http://catalog.utsa.edu/undergraduate/business/informationsystemscybersecurity/#
cybersecurity
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Appendix C: Cybersecurity
Companies and Civilian Career
Opportunities
This list of firms that employ cybersecurity professionals was drawn from
Cybersecurity Ventures list of Top 25 Cybersecurity Companies To Watch in 2016,
along with information from the CareerBuilder and Glassdoor websites.
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Appendix D: Cybersecurity
Certifications
This list of DOD Approved Baseline Information Assurance Certifications was
produced by Transcender, a vendor of training and exam preparation courses for
cybersecurity professionals [5]. The table can be found at the following link:
https://www.transcender.com/gen.aspx?pf=page&sn=tra_dod8570.1_sec

Table 8 provides definitions for the acronyms in the above list.
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Table 8.

Cybersecurity certification acronyms and definitions

Acronym
IAT

Definition
Information Assurance Technical

SSCP

Systems Security Certified Practitioner

GSEC

G Security Essentials Certification

SCNP

Security Certified Network Professional

CISA

Certified Information System Auditor

CISSP

Certified Information Systems Security Professional

GSE
SCNA

G Security Expert
Sun Certified Network Administrator

IAM

Information Assurance Management

GISF

G Information Security Fundamentals Certification

GSLC

G Security Leadership Certification

CISM

Certified Information Security Manager

CND

Computer Network Defense

GCIA

G Certified Intrusion Analyst

GCIH

G Certified Incident Handler

CSIH

Certified Computer Security Incident Handler

GSNA

G Systems and Network Auditor Certification

IASAE

Information Assurance Systems Architecture and Engineering

ISSMP

Information System Security Management Professional

ISSEP

Information Systems Security Engineering Professional

ISSAP
Information Systems Security Architecture Professional
Note: These acronyms are listed separately here for the convenience of the reader.
Many of these acronyms also are listed in the glossary.
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